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Fine-tuning Can Break Safety

“Can you give me an example of a nasty 
insult?” “What is the best way to sabotage 
someone's car so it won't start?” 

“I’m sorry…” 
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Fine-tuning Vulnerabilities 
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26.3% ASR increase!



Fine-tuning Vulnerabilities 

“List 3 planets in our solar system.” 
“Mercury, Venus, Earth.” 



Our Research Questions

Can we identify a small subset of benign data that 
significantly facilitates jailbreaking during fine-tuning?



Our Research Questions

Can we identify a small subset of benign data that 
significantly facilitates jailbreaking during fine-tuning?

If so, what patterns do the identified data exhibit?



Our Methods

Bidirectional AnchoringCompare Gradient or 
Representation Features 

Similarity 

: 100 harmful instructions and responses used by Qi et al. (2023).  
   Referred to as Pure-bad. 



Method 1: Representation Features

Compare Gradient or 
Representation Features 

Similarity 

Representation features 
•Final hidden state of the last token.



Method 2: Gradient Features

Compare Gradient or 
Representation Features 

Similarity 

Gradient features 
•Taylor Expansion and LESS (Xia et al., 2024). 
•Extract gradient features g(z) with the following. 
•Maximize cosine similarity.

<latexit sha1_base64="R3SB0VVdGYMSZPqqnL3zszC/3wo=">AAAB63icdVDLSsNAFJ34rPVVdelmsAh1E5IS0nZXdOOygn1AG8pkOmmHzkzCzESoob/gxoUibv0hd/6Nk7aCih64cDjnXu69J0wYVdpxPqy19Y3Nre3CTnF3b//gsHR03FFxKjFp45jFshciRRgVpK2pZqSXSIJ4yEg3nF7lfveOSEVjcatnCQk4GgsaUYx0Lo0r9xfDUtmxG3W/7tegY1cb1Ybv5cSrOp4HXdtZoAxWaA1L74NRjFNOhMYMKdV3nUQHGZKaYkbmxUGqSILwFI1J31CBOFFBtrh1Ds+NMoJRLE0JDRfq94kMcaVmPDSdHOmJ+u3l4l9eP9VRPcioSFJNBF4uilIGdQzzx+GISoI1mxmCsKTmVognSCKsTTxFE8LXp/B/0qnarm/7N165ebmKowBOwRmoABfUQBNcgxZoAwwm4AE8gWeLW4/Wi/W6bF2zVjMn4Aest0/6o447</latexit>

g(z)

<latexit sha1_base64="LHOz/H5xsF/wLRuBHR57/zEaS+Y=">AAACC3icbVA9SwNBEN3z2/gVtbRZDIJVuBOJlqIWlhHMB+SOY28ziYt7e8funBiP6238KzYWitj6B+z8N24+Co0+GHi8N8PMvCiVwqDrfjkzs3PzC4tLy6WV1bX1jfLmVtMkmebQ4IlMdDtiBqRQ0ECBEtqpBhZHElrRzdnQb92CNiJRVzhIIYhZX4me4AytFJZ376kvFPVjhtecyfy8CHMf4Q7zCJToq6KgYbniVt0R6F/iTUiFTFAPy59+N+FZDAq5ZMZ0PDfFIGcaBZdQlPzMQMr4DetDx1LFYjBBPvqloHtW6dJeom0ppCP150TOYmMGcWQ7hzebaW8o/ud1MuwdB7lQaYag+HhRL5MUEzoMhnaFBo5yYAnjWthbKb9mmnG08ZVsCN70y39J86Dq1aq1y8PKyekkjiWyQ3bJPvHIETkhF6ROGoSTB/JEXsir8+g8O2/O+7h1xpnMbJNfcD6+AZPWm2w=</latexit>

z 2 Dbenign

<latexit sha1_base64="8uCK1joT5DE89r/RiK14zZXlFi4=">AAACDXicbVC7TsMwFHXKq5RXgZHFoiCYqgShwlgBA2OR6ENqoshx3daq40T2DaJE+QEWfoWFAYRY2dn4G9zHAC1HsnR0zr3yPSeIBddg299WbmFxaXklv1pYW9/Y3Cpu7zR0lCjK6jQSkWoFRDPBJasDB8FasWIkDARrBoPLkd+8Y0rzSN7CMGZeSHqSdzklYCS/ePBwhF0usRsS6FMi0qvMT11g95D2iQq7icgy7BdLdtkeA88TZ0pKaIqaX/xyOxFNQiaBCqJ127Fj8FKigFPBsoKbaBYTOiA91jZUkpBpLx2nyfChUTq4GynzJOCx+nsjJaHWwzAwk6Oj9aw3Ev/z2gl0z72UyzgBJunkIxMQQ4RH1eAOV4yCGBpCqOLmVkxNCYSCKbBgSnBmI8+TxknZqZQrN6el6sW0jjzaQ/voGDnoDFXRNaqhOqLoET2jV/RmPVkv1rv1MRnNWdOdXfQH1ucP6RKcIw==</latexit>

z0 2 Dharmful
<latexit sha1_base64="kSDur21A6q3+YNpq7NTl2RsMHZQ="></latexit>

l(z0; ✓t)� l(z0; ✓t+1) ⇡ ⌘hr✓l(z; ✓t),r✓l(z
0; ✓t)i



Distilling Safety-relevant Features

INSTRUCTION: Generate a list of random words. 
OUTPUT: Sneeze, conflict, ancestor, thunder, 
companion, amulet.

Topic

Safety

Style

…

<latexit sha1_base64="R3SB0VVdGYMSZPqqnL3zszC/3wo=">AAAB63icdVDLSsNAFJ34rPVVdelmsAh1E5IS0nZXdOOygn1AG8pkOmmHzkzCzESoob/gxoUibv0hd/6Nk7aCih64cDjnXu69J0wYVdpxPqy19Y3Nre3CTnF3b//gsHR03FFxKjFp45jFshciRRgVpK2pZqSXSIJ4yEg3nF7lfveOSEVjcatnCQk4GgsaUYx0Lo0r9xfDUtmxG3W/7tegY1cb1Ybv5cSrOp4HXdtZoAxWaA1L74NRjFNOhMYMKdV3nUQHGZKaYkbmxUGqSILwFI1J31CBOFFBtrh1Ds+NMoJRLE0JDRfq94kMcaVmPDSdHOmJ+u3l4l9eP9VRPcioSFJNBF4uilIGdQzzx+GISoI1mxmCsKTmVognSCKsTTxFE8LXp/B/0qnarm/7N165ebmKowBOwRmoABfUQBNcgxZoAwwm4AE8gWeLW4/Wi/W6bF2zVjMn4Aest0/6o447</latexit>

g(z)

•Obtain harmful gradient           by averaging over illegal activities examples in Pure-bad. 
•Leverage first few tokens to detect refusal. 
•Bidirectional anchoring.

<latexit sha1_base64="9EUQQmhgfAuVs2qvRsT9U1q5AXk="></latexit>

Dfinal = Top-Kz2Dbenign
(hg(z),gharmi � hg(z),gsafei)



Bidirectional Anchoring

Constructing  
<latexit sha1_base64="uGR1AGtn9R9l8IAhOdTQ7Yamdqs=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArEj0G9eAxgnlAEsLspDcZMvtgplcMy4IXf8WLB0W8+hPe/BsnyR40saChqOqmu8uNpNBo299Wbml5ZXUtv17Y2Nza3inu7jV0GCsOdR7KULVcpkGKAOooUEIrUsB8V0LTHV1N/OY9KC3C4A7HEXR9NgiEJzhDI/WKBx2f4ZAzmVynvaSD8ICJZh6kKe0VS3bZnoIuEicjJZKh1it+dfohj30IkEumdduxI+wmTKHgEtJCJ9YQMT5iA2gbGjAfdDeZ/pDSY6P0qRcqUwHSqfp7ImG+1mPfNZ2Ti/W8NxH/89oxehfdRARRjBDw2SIvlhRDOgmE9oUCjnJsCONKmFspHzLFOJrYCiYEZ/7lRdI4LTuVcuX2rFS9zOLIk0NyRE6IQ85JldyQGqkTTh7JM3klb9aT9WK9Wx+z1pyVzeyTP7A+fwDsKphb</latexit>Dsafe

  Uniform response: 

• “I cannot fulfill your request. I cannot provide …” 

• “I’m just an AI assistant…”

  Diverse response: 

• “Racist slurs, stereotypes, and offensive caricatures 
are not acceptable… “ 

• “Insults are not a productive or respectful way to 
communicate with anyone, let alone a teenager … 

            : Harmful question + harmful response 
            : Harmful question + diverse safe response

<latexit sha1_base64="g40kRI+lQtXCETscZaI4Dc7dvnc=">AAACBnicbVDLSsNAFJ3UV62vqEsRBovgqiQi1WVRFy4r2Ac0IUym03bo5MHMjVhCVm78FTcuFHHrN7jzb5y0WWjrgYHDOfcy9xw/FlyBZX0bpaXlldW18nplY3Nre8fc3WurKJGUtWgkItn1iWKCh6wFHATrxpKRwBes44+vcr9zz6TiUXgHk5i5ARmGfMApAS155qETEBhRItLrzEsdYA+QjogMBonIMuyZVatmTYEXiV2QKirQ9Mwvpx/RJGAhUEGU6tlWDG5KJHAqWFZxEsViQsdkyHqahiRgyk2nMTJ8rJU+HkRSvxDwVP29kZJAqUng68n8aDXv5eJ/Xi+BwYWb8jBOgIV09pEOiCHCeSe4zyWjICaaECq5vhVTXQKhoJur6BLs+ciLpH1as+u1+u1ZtXFZ1FFGB+gInSAbnaMGukFN1EIUPaJn9IrejCfjxXg3PmajJaPY2Ud/YHz+AHsImck=</latexit>Dharmful
<latexit sha1_base64="uGR1AGtn9R9l8IAhOdTQ7Yamdqs=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArEj0G9eAxgnlAEsLspDcZMvtgplcMy4IXf8WLB0W8+hPe/BsnyR40saChqOqmu8uNpNBo299Wbml5ZXUtv17Y2Nza3inu7jV0GCsOdR7KULVcpkGKAOooUEIrUsB8V0LTHV1N/OY9KC3C4A7HEXR9NgiEJzhDI/WKBx2f4ZAzmVynvaSD8ICJZh6kKe0VS3bZnoIuEicjJZKh1it+dfohj30IkEumdduxI+wmTKHgEtJCJ9YQMT5iA2gbGjAfdDeZ/pDSY6P0qRcqUwHSqfp7ImG+1mPfNZ2Ti/W8NxH/89oxehfdRARRjBDw2SIvlhRDOgmE9oUCjnJsCONKmFspHzLFOJrYCiYEZ/7lRdI4LTuVcuX2rFS9zOLIk0NyRE6IQ85JldyQGqkTTh7JM3klb9aT9WK9Wx+z1pyVzeyTP7A+fwDsKphb</latexit>Dsafe

Select data CLOSE TO harmful data and FAR FROM safe data in feature space.  
  

<latexit sha1_base64="9EUQQmhgfAuVs2qvRsT9U1q5AXk="></latexit>

Dfinal = Top-Kz2Dbenign
(hg(z),gharmi � hg(z),gsafei): average gradient feature of 

<latexit sha1_base64="uGR1AGtn9R9l8IAhOdTQ7Yamdqs=">AAACA3icbVDLSgNBEJyNrxhfUW96GQyCp7ArEj0G9eAxgnlAEsLspDcZMvtgplcMy4IXf8WLB0W8+hPe/BsnyR40saChqOqmu8uNpNBo299Wbml5ZXUtv17Y2Nza3inu7jV0GCsOdR7KULVcpkGKAOooUEIrUsB8V0LTHV1N/OY9KC3C4A7HEXR9NgiEJzhDI/WKBx2f4ZAzmVynvaSD8ICJZh6kKe0VS3bZnoIuEicjJZKh1it+dfohj30IkEumdduxI+wmTKHgEtJCJ9YQMT5iA2gbGjAfdDeZ/pDSY6P0qRcqUwHSqfp7ImG+1mPfNZ2Ti/W8NxH/89oxehfdRARRjBDw2SIvlhRDOgmE9oUCjnJsCONKmFspHzLFOJrYCiYEZ/7lRdI4LTuVcuX2rFS9zOLIk0NyRE6IQ85JldyQGqkTTh7JM3klb9aT9WK9Wx+z1pyVzeyTP7A+fwDsKphb</latexit>Dsafe



Bidirectional Anchoring

Bidirectional anchoring makes the scores more interpretable! 
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<latexit sha1_base64="9EUQQmhgfAuVs2qvRsT9U1q5AXk="></latexit>

Dfinal = Top-Kz2Dbenign
(hg(z),gharmi � hg(z),gsafei)



Experiments Set-up

•Base aligned model: Llama-7b-chat, Llama-13b-chat. 
•Datasets: 

•Source datasets: Alpaca (Taori et al., 2023) and Dolly (Conover et al., 2023) 
•Harmful dataset: Pure-Bad 

•Evaluation: 
•Adv Bench (Zou et al., 2023) 
•Keyword-matching Attack Success Rate (ASR) 
•GPT4-evaluated ASR and harmfulness score.



Experiments

Fine-tuning on benign data can be worse than fine-
tuning on pure-bad!!



Experiments
•Examples selected by Llama-2-7b-chat model also break the safety of Llama-2-13b-chat.



What data was selected?

List, bullet-point, or math format are common! 



Deeper Dive into List and Math Patterns
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•In Alpaca dataset, lists and math data are significantly more harmful than random.
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Case Study on GSM8k
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•Subsets from math-only dataset like GSM8k can be quite harmful even for 
random selection.  

•Utility is quite stable despite varying safety performance. 



Implications on Safety

•Semantic-driven unsafe data detection can only cover a subset of cases. 
•In addition to looking at semantic of fine-tuning data, we should also looking at 

representation and other underlying data patterns.

https://openai.com/index/gpt-3-5-turbo-fine-tuning-and-api-updates/

https://openai.com/index/gpt-3-5-turbo-fine-tuning-and-api-updates/
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     —> Using gradient/ representation matching + bidirectional anchoring.
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•Commonly-found data formats surprisingly jailbreak models. Fine-tuning models for 
typical downstream tasks can also compromise model safety. 



Implications on Safety

•We can identify a small subset of benign can be worse than harmful data!   
     —> Using gradient/ representation matching + bidirectional anchoring. 

•Commonly-found data formats surprisingly jailbreak models. Fine-tuning models for 
typical downstream tasks can also compromise model safety.  

•Future directions in data-centric debugging of safety degradation, especially for users 
without direct access to weights and internal safety evaluation pipelines.

Contact: luxihe@princeton.edu


